Transport Layer
UDP & TCP

Info 341 Networking and
Distributed Applications

Context

: _,._«Q»WOrking up the layers
+1P is Layer 3 - Internetwork

+Addressing, fragmentation, reassembly,
flow control, etc
+Layer 4 - Transport

Internet Reference
Model
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Internetwork Layer
= ~+layer 3
+ Delivery is machine to machine

+Need a technique that allows end-to-
end delivery

+Delivery from one application to another
application

Transport Layer
ok Layer 4 - Transport Layer

+ Provide end-to-end delivery of packets

+ Requires some added overhead to track source
and destination applications

+ Two transport layer protocols
+ UDP - User Datagram Protocol
+ TCP - Transmission Control Protocol
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; UDP Datagram Transport

 +User Datagram Protocol
+Layer 4 protocol in TCP/IP
+End-to-end

+Connectionless
+Message-oriented
+Best-effort

+Arbitrary Interactions
+Operating system independent

UDP

-+ End-to-end
~ 4+ UDP delivers from one application at the
transport layer to another

+ Connectionless
+ There is no need to set up a connection
+ Simply send the data to the remote application
+ Very low overhead to send data
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UDP

-+ Message-oriented

+ All communication is by single discrete messages
+ The contrast is a message “stream”

+ Structure and semantics of message is set up by
programmer and maintained

+ Best-effort delivery

+ UDP will make the best-effort to deliver, but
delivery is not guaranteed

+ Can lose a whole message at a time!

UDP

4+ Arbitrary Interactions
+UDP supports any type of machine
interactions
+1-1, 1-many, many-1, many-many
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UDP Datagram

= + UDP Inserts simple header data

+Source port, Destination port
+Applications at the source an destination

16 3
UDP SOURCE PORT ] UDP DESTINATION PORT
UDP MESSAGE LENGTH l UDP CHECKSUM
DATA

“ UDP Header Encapsulation

= UDP header is inserted in addition to IP

header and frame header
+Encapsulation
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TCP Reliable Delivery

-~ +TCP Properties

+Connection Oriented

+Point-to-point Communication
+Reliable Delivery

+Full-Duplex

+Stream

+Reliable connection setup and shutdown

TCP Reliable Delivery

- +Techniques to handle
+Packet loss, retransmission
+Adaptive Retransmission
+Flow control

+Connection Initiation
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TCP Reliable Delivery

= ~+ Fechniques to handle

+Packet loss, retransmission
+How does this work?

TCP Reliable Delivery

-+ Techniques to handle
+Packet loss, retransmission
+How does this work?

+Adaptive Retransmission

+Does the same timer work for all connections?
+ What if the connection is on the same LAN
+ What if the connection is to a LAN far, far away?
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TCP Reliable Delivery

= ~+ Fechniques to handle

+Flow control
+What was our example of flow control before?

TCP Reliable Delivery

-+ Techniques to handle
+Flow control

+What was our example of flow control before?
+ Sliding Window buffer

+Sliding window is “message” oriented
+ A chunk of data at once

+What if we have a stream of octets?
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TCP Reliable Delivery

.

= ~+ Fechniques to handle

+Flow control
+What was our example of flow control before?
+ Sliding Window buffer
+Sliding window is “message” oriented
+ A chunk of data at once
+What if we have a stream of octets?

+ Different amounts of octets at different times

+ Use a “window” (buffer) of octets and let the
sender know the size

TCP Reliable Delivery

.

: -+ Techniques to handle
+Connection Initiation

+3-way handshake
+ A client sends a SYN to the server
+ The server replies with a SYN + ACK
+ The client sends an ACK back to the server
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TCP Reliable Delivery

= 4+ Connection initiation
+3-way handshake also used to close a
connection

Events at Host 1 . Events at Host 2
ﬁﬁﬁﬁﬁﬁﬁﬁﬁ .

ive FIN + ACK
cccccccc

SYN Attack

-~ +Connection initiation can be a source

of problems ...
+3-way handshake
+A client sends a SYN to the server
+The server replies with a SYN + ACK
+The client never responds
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SYN Attack

»

-+ Connection initiation can be a source of

" problems ...

+ 3-way handshake
+ A client sends a SYN to the server
+ The server replies with a SYN + ACK
+ The client never responds

+ Server must set up some buffers and get ready
for the communication

+ How long should the server wait and hold those
buffers?

+ DDOS - Distributed Denial of Service Attack

TCP Segment

»

A Segment - because the data is a stream of octets

"+ Data flows in two directions (full duplex)
+ Sequence Number for outgoing data
+ Acknowledgement Number and Window for incoming data

4 10 16 24
SOURCE PORT } DESTINATION PORT
SEQUENCE NUMBER
ACKNOWLEDGEMENT NUMBER
HLEN | NOT USED | CODE BITS WINDOW
CHECKSUM } URGENT POINTER
OPTIONS (if any)
BEGINNING OF DATA
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